ITAS 161: HYPER-V VM
MOBILITY WITH DOBBY
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Introduction

In this project, we are asked to create a failover cluster amongst our machines that is able to create a highly
available Virtual Machine for us to use across our Dobby the house elf domain, the machine that we are
replicating is our domain controller that will be up through the domain, which we will use disk2vhd to make
the disk that we will use to create these highly available virtual machines. To accomplish all of this we created
3 new Hyper-V machines, 2 of which will be apart of a cluster with a file server. And a 3" Hyper-V server

outside the domain that we can move the machine to for additional availability.

Step 1: Creating the Domain and networking.

1. After creating our domain controller, 2 Hyper-V machines and a file server, we can join them all to
our domain named “dobbythehouseelf.local” and give them IP Addresses that are within our given
ranges of 192.168.8.x and the Hyper-V and File Server machines getting a second address of
172.16.8.x (where X represents the Host ID) to help create redundancy within the cluster.

2. Once all machines are domain joined and ready to go, install all appropriate roles on the machines,
Hyper-V machines receiving the Hyper-V role as well as Failover Cluster Manager, our Domain
Controller getting the Active Directory services and lastly the File Server receiving File Services as

well as iSCSI services with those file services.

Step 2: Failover Cluster configuration and iSCSI setup

1. From within Server Manager on our File Server machine, on the left side we can access File and
Storage services and click the “Disks” tab, here we can see the disks on the top of the page, we
should have an uninitiated disk that is currently offline, this disk will be an extra disk that we added
to the virtual machine while creating it. Bring the disk online and create a new volume with it (in our

case we will use the E: letter drive).

2. Follow the on-screen instructions. Use the full size of the disk, select the NTFS volume format, give

the volume a name and complete the setup of the volume.
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= DISKS

@ All disks | 2 total
P @ @~
Number Virtual Disk  Status Capacity Unallocated  Partition  Read Only  Clustered  Subsystem  BusType  Name
4 EH-FS (2)

Online 100GB  0.00B 3 SAS VMware Virtual disk

1 Online 250 GB 0.008 GPT SAS WMware Virtual disk

Figure 1: 2 Initialized disks to be used, Disk 1 to be used in the iSCSI

3. After the disk is created, move to the “iSCSI” tab on the left side of the screen, and we can now use
the disk we just made to create an iSCSI virtual disk

4. Select the E: drive, give the iSCSI target an appropriate name to help identify the disk, then tell the
iSCSI to use all the space on the disk and to dynamically expand.

5. Give the iSCSI target a name, click next and on “Access Servers” we can add both of our Hyper-V
machines to be used by the iSCSI target by selecting “Enter a Value for the selected value” entering

the IP address of the Hyper-V machine we want to add, that we just create

6. We can leave the types of Authentication blank as we are working within a testing environment,
however in production please choose the appropriate type of authentication, CHAP or other. Click

create to finish the creation of your iSCSI device.

Step 3: Adding iSCSI to Hyper-V servers

1. For this part, what we do will be mirrored on both our Hyper-V servers. Open the iSCSI initiator, click
yes if it asks you to start the service. Click the “Target” tab and add the IP address of our file server

hosting the iSCSI we just created, click quick connect and the server should add itself.
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iSCS| Initiator Properties >

Targets Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.

Target: | 192, 158.8.203 Quick Connect...

Discovered targets
Refresh

Mame Status
ign. 1991-05.com.microsoft:eh-fs-scsitarget-target Connected

Figure 2: Using quick connect to connect to the iSCSI

2. Click the “Volumes and Devices” tab and click “Auto Configure” where we should then find a new
volume which will be the volume that we created previously.

iSCSI Initiator Properties >

Targets Discovery Favorite Targets Volumes and Devices RADIUS — Configuration

If a program or service uses a particular volume or device, add that volume or device to
the list below, or didk Auto Configure to hawve the ISCSI initiator service automatically
configure all available devices.,

This will bind the volume or device so that on system restart it is more readily available
for use by the program or service, This is only effective if the assodated target is on
the Favorite Targets List.

Volume List:

Volume fmount point/device

\\?\scsi#disk&ven_msftiprod_virtual_hd#181c121344&0&000000 £{53f56307-b6bf-...

Figure 3: Successfully added iSCSI Volume

3. Backin server manager, under the disks tab we will see a disk that is offline, if not, refresh server
manager. Once you see the disk, we can go through the same process with the disks that we did
previously. Bring the disk online and give it the maximum space allowed and assign a drive letter to
it. Choose the NTFS file system and give a name to the disk. We now have a usable disk across

network storage.
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g_ iSCSI VIRTUAL DISKS
All i5CS| virtual disks | 1 total

Filter P B @~

Path Status  Virtual Disk Status  Target Name Target Status Initiator ID Size

4 EH-FS (1)

EAISCSIVirtual Disks\ShareiSCSl.vhdx Connected iscsitarget Connected IPAddress:192.168.8.201, IPAddress:192.168.8.202 250 GB

Figure 4: The Initialized disk

Step 4: Failover Cluster Creation

1. In Server Manager on both the Hyper-V machines, go to “Failover Cluster Manager” and open the
manager. From the screen we are greeted with, click “Validate Cluster” and add the 2 Hyper-V

machines by name into the field and complete the validation process.

2. Once the validation process has finished, we can then create our cluster. Click “Create a cluster”
option and add the 2 Hyper-V servers by name, as well as the 192 and 172 IPs that are within the
range we used earlier, on the next page, make sure that the “All available storage” option is not
selected. Finish the creation of the cluster and make your way to the “Disks” tab on the left pane.

(®) Enter a value for the selected type

Type: Walue:

P Address ¥ | |192.168.8.201 Browse..

Figure 5: Adding the Hyper-V servers to the iSCSI cluster
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= Assign iSCSI Virtual Disk Wizard — [m] %

& Add initiator ID = O X

Specify access servers
Select a method to identify the initiator:

Click Add to specify the iSCSl initiator(s) that will access this iSCSI virtual disk.

iSCSI Target
Target Name and Accass Type Nalue (O Query initiator computer for ID (not supported on Windows
[[o])] iqn.1991-05.com.microsoft:eh-hv1.dobbythehouseelf.local Server 2008 RZ, Windows 7, or earlier):
Enzble authentication s=r.. ION ign.1991-05.com.microsoft:eh-hv2.dobbythehouseelflocal

® Select from the initiator cache on the target server:

iqn.1991-05.com.microsoft:eh-hvl.dobbythehouseelf.local
iqn.1991-05.com.microsoft:eh-hv2.dobbythehouseelflocal

() Enter a value for the selected type
Type: Value:
IPAddress v | [192.1688.201 Browee..

Figure 6: Both servers added and in use

3. Inthe “Disk” menu, we can then click “Add Disk” from the right pane, from the following screen we
should see an available 200gb volume, we can right click this and select the “Add to cluster shared
volumes option. To verify the addition of this shared volume, we can then move to our Hyper-V
machine where in our C: drive, we should see a folder labelled as “Cluster Storage” which will be the

folder along with our shared storage that we can use for high availability.

D
Queries ¥ |l *| v

Search
Name Status Assigned To Owner Node Disk Number Parttion Style Capacity Replication Role Information
3 Cluster Disk 1 (%) Online Cluster Shared Volume EH-HV2 1 GPT 250GE

‘v %ﬂuﬂw[ﬁskl

Volumes (1)

i5CSI Digk (C:\ClusterStorage'Volume1)

e -
0 CSVFS 238 GB free of 250 GB

Figure 7: Fully configured disk with the shared path in the Volumes section
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Part 5: Moving the Domain Controller Virtual Machine
inside the Cluster

1. Using your preferred program, we will need to create a VHD out of our Dobby domain controller that
we can use to create a highly available virtual machine.

2. Using Disk2VHD on our Domain Controller we will create a VHD of the disk, once completed | move
the disk to the “Cluster Storage” folder on the C: drive, this is because the disks need to be in the
shared folder for the virtual machines to be configured for high availability. Then switch to the

Hyper-V machine where we can then click on “Roles” and in the right pane select the “New Virtual
Machine” option

| [ || = | TRANSFERED VMS
Home Share View
&« v P » ThisPC » Local Disk (C) » ClusterStorage » Volumel » TRAMNSFERED VMS » v O Search TRAP
MName - Date modified Type Size

3+ Quick access

Dobby Machine File folder

B Desitop * [ 61BDE8CD-EAE1-4DOC- AS9E-9CFB50CCS... HRL File 4KB
& Downlosds  # [7) {1 b Gen1_4AC2Z7AF-5SEQ-4561-9CAT... HRL File 4KkB
[ Documents  # 7 poppy Genl_61AD3563-3867-4D41-8CD6.. HRL File 4KB
=] Pictures # [ Dobby Gen1_062C6117-3083-4D62-9ATE-... HRL File 4Ke

TRAMSFERED VM5 == EH-DOBBYDOMAIN Hard Disk Image F... 12,003,328 ...

Figure 8: DobbyDomain disk in the Shared folder
3.  We can now configure our virtual machine, this machine will get 2GB of RAM with 1 CPU, the

important feature here is that we set the virtual machine to a GEN 1 VM otherwise the machine will
fail to boot after creation due to differences between VMware and Hyper-V

Eﬁ Settings for Dobby Genl on EH-HY2 = >
% Hardware ~ = Hard Drive

!" Add Hardware

A EI0s You can change haw this virtual hard disk is attached to the virtual machine. If an
Boot from CD operating system is installed on this disk, changing the attachment might prevent the

o oot o i virtual machine from starting.
Security .
Key Storage Drive disabled Controller: SEIT

¥ Memory IDE Controller 0 =~ | |0 (in use) w
2043 MB Media

D Processor You can compact, conwvert, expand, merge, reconnect or shrink a virtual hard disk
1 Virtual processor by editing the assodated file. Spedify the full path to the file.

= [ IDE Controller 0 (®) Virtual hard disk:

== Hard Drive
EH-DOBBYDOMAIN.VHDX |c:1.,c|ustersmragewnlume 1{TRANSFERED VMS\FH-DOBBYDOMAIN, VHDX

= [ 1DE Controller 1
../ DVD Drive

MNew Edit Inspect Browse...
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Figure 9: Location of Machine in a highly-available location

4. Boot the VM, login to make sure it works. We can then go to our second Hyper-V machine, where

after a refresh, we can see the Virtual machine show up since it is in the same Failover Cluster

}Smus:K nnnnn g

Figure 10: Working Dobby Domain Machine on the Hyper-V cluster

Part 6: Moving the Virtual Machine outside the Cluster

1. We now need to move the virtual machine to the Hyper-V server that is not located in our Failover

cluster, but is domain joined.

2. We can start by adding the “Hyper-V Replica Broker” to either one of our failover cluster Hyper-V
machines. This will allow us to configure replication settings for high availability on our machines.
Give a name to the role and then an IP in our primary range (192.168.8.x) while disabling the

secondary IP address. Click next and then finish.

3. We now need to configure replication on our Server Hyper-V machine, to do this we can go to our
Server and then navigate to Hyper-V settings, from here we can then go down to Replication
Configuration” and then click the checkbox to enable the computer as a replication server. Below it
we will make sure that the “Use Kerberos (HTTP)” on Port 80 is selected and in the Authorization and

Storage below it, make sure that “Allow replication from any authenticated server” is selected.
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|| Hyper-V Settings for EH-HWS = X B
& Server Eﬁ: Replication Configuration =
= Virtual Hard Disks
C:\Users\Public\Documents\Hyper-... Enable this computer as a Replica server.

:. Viftl'-'ﬁ' Madwi_l?es Authentication and ports

H numa Spanning
Allow NUMA Spanning Data sent aver the netwoark will not be encrypted.

BB Live Migrations Spedify the port:
5 -

2 Simultaneous Migrations

ﬁ Storage Migrations

Specify the authentication types to allow for incoming replication traffic. Ensure
that the ports you specify are open in the firewall.

Use Kerberos (HTTP):

[] Use certificate-based Authentication (HTTPS):

2 Simultaneous Migrations Diata sent over the network will be encrypted.
u . .
.5 I?nh.inced Sessclon Mod_e' Policy Specify the part: 443

nced Session Mode

&i Replication Configuration Specify the certificate:

Enabled as a Replica server

% User

o Keyboard

:_.":. Mouse Release Key
CTRL+ALT+LEFT ARROW

[_J—_" Enhanced Session Mode

Reset chedk boxes

se on the virtual machine

Authorization and storage

Specify the servers that are allowed to replicate virtual machines to this
computer,

® Allow replication from any authenticated server
Spedify the default location to store Replica files:
|C: Wsers\Public\Documents \Hyper-VWirtual Hard Disks

Browse...

Figure 11: Enabling replication on the Hyper-V server

4.

5.

Now that configuration of the Server is done, we need to enable replication for the Virtual Machine
itself. Go back to whatever Hyper-V machine we added the replica broker on, and right click the
Dobby Virtual Machine that we configured, click the “Enable Replication” option.

The following window will ask you to specify a replica server, here we can type in the name of our

Server Hyper-V that we want to add the virtual machine to.

On the following window, we can then leave the defaults, making sure that the port is equal to the

port from the server that we configured in step 3 and click next

Here, we can choose our virtual machine file from the clustered storage and then click next. The
following page allows us to configure how often replications happen, for now we can leave it at the
default of every 5 minutes, however change it to as often as needed by your organization. After, it
will then ask you which replications that you would like to save on the machine, for storage reasons

we will go with the option to keep the last replication.

10
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Replication
Replication State: Replication enabled
Replication Mode: Primany
Cument Primary Server: EH-HVZ dobbythehouseelf local
Cument Replica Server: EH-HYS dobbythehouseel§ local
Replication Health: o Momal

Statistics for past 3 Hours 14 Minutes

From time: 41,2022 123805 PFM
To time: 4172022 3:53:.04 PM
Average size: 251 MB

Maximum size: 1145GE

Average latency: 0:00:31

Emmaors encountered: 0

Successful replication cycles: 14 out of 14 {100%)

Pendina reolication

Figure 12: Size of Replications and where the server replicates to

8. The replication process will start, click ok and then finish in the summary tab, from here you can
switch back to your Hyper-V machines and see the machines doing their replication process, and you

can see on your Server Hyper-V the machine being replicated into your Hyper-V manager.

9. Finally, to test that the replicated virtual machine will work, we can then perform a failover from the
Hyper-V machine, when we switch back to the Server Hyper-V, we can see that the machine has a
checkpoint loaded and is online, we can click connect and see that the machine has been successfully
gone through its failover and made it to the new machine.

Summary

| found this project to have plenty of similarities to FreeNAS, though that may be because of the setting up of
failover clusters and working with in the manager. Beyond that, learning about machine replication and how

to preform replication outside of a server was a fun experience.

11
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Link to Youtube Video

https://www.youtube.com/watch?v=BbolSD20tEQ

Sources

https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/manage/set-up-hyper-v-replica

https://www.veeam.com/blog/what-is-hyper-v-failover-cluster-windows-server.html

12
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